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Problem 1

Suppose that {f; : {0,1}" = {0,1}"}recfo1y is a family of pseudo-random functions.
Consider an encryption scheme that its encryption algorithm is as follows:

(r; fi(r) @ m, fi(07)) if m # fi(0"),

Ency(m) = {(r, Folr) @ m, k) if m= fi(0"),

where r is randomly selected from n-bit strings. Show that this encryption scheme is
multi-message secure but not CPA secure.




Problem 2

Consider the Data Encryption Standard (DES) encryption. What happens if the S-
boxes are replaced with linear functions? Specifically, assume S; : {0,1}5 — {0,1}* is
defined as:

Si(l'l,iﬂg, e ,l‘ﬁ) = (1'2 D T3, T D Ty D 5,21 D Tg, L2 D I3 D 1'6)

Analyze the implications for the scheme’s CPA security and attempt to break it.
Fact: Even if S; are not completely linear but are functions close to linear, the scheme
is also not secure. This is why the S-boxes are chosen very carefully.

Problem 3

Prove that the following encryption scheme is CCA secure. Let {pi} be a collection of
pseudorandom permutations mapping {0, 1}3" to {0, 1}3".

o To encrypt = € {0,1}" with key k, do the following: choose r <—p {0,1}", and
send pi(z || r || 0™) (where || denotes concatenation).

o To decrypt y € {0,1}*", compute z || 7 || w = p, ' (y). If w # 0", then output L.
Otherwise, output z.

Problem 4

Let 1 : X — X be a fixed public permutation (i.e., a one-to-one function) where
X :={0,1}". When we say that 7 is public, we mean that anyone can compute 7(z)
and 7 !(z) for a given z in X. The Even-Mansour cipher (Enc, Dec) derived from 7 is
defined as:

Enc((ko, k1), m) := m(m @ ko) ® k.

(a) Explain how Dec((ko, k1), ¢) works.

(b) Show that Ency(ky,m) := w(m) @ k;, with the corresponding Decy, is not a secure
PRP.

(¢) Show that Encs(ko, m) := m(m @ kg), with the corresponding Decs, is not a secure
PRP.



Problem 5

(Predictable IVs) Let us see why in CBC mode an unpredictable IV is necessary
for CPA security. Suppose a defective implementation of CBC encrypts a sequence of
messages by always using the last ciphertext block of the ¢th message as the IV for
the (i 4+ 1)-st message. The TLS 1.0 protocol, used to protect Web traffic, implements
CBC encryption this way. Construct an efficient adversary that wins the CPA game
against this implementation with an advantage close to 1. We note that the Web-based
BEAST attack exploits this defect to completely break CBC encryption in TLS 1.0.



