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Problem 1

(Nested encryption) For a encryption scheme IT = (Enc, Dec) define the nested cipher
I = (Enc’, Dec’) as

Enc'((ko, k1), m) = Enc(ky, Enc(kg,m)) and Dec'((ko, k1), c) = Dec(ko, Dec(ky,c)).

Our goal is to show that if IT is EAV-secure then I1' is EAV-secure; even if the adversary
is given one of the keys ky or k.

(a) Consider the following EAV-secure experiments, Experiments 0 and 1: in Exper-
iment b, for b = 0, 1, the adversary generates two messages mg and m; and gets



back k; and Enc’((ko, k1), m). The adversary outputs b € {0,1} and we define its
advantage, NEadv[.A4, IT'] as in the usual definition of EAV-secure experiment:

NEadv|A,II'] = | Pr[A outputs 1]b = 1] — Pr[A outputs 1|b = 0]|.

Show that for every nested encryption adversary A attacking IT', there exists an
adversary B attacking II with advantage

SSadv[B,I1] = | Pr[B outputs 1|b = 1] — Pr[B outputs 1|b = 0]|,
such that
NEadv[A, II'] = SSadv|B,I1].

Draw a diagram with A on the right, B in the middle, and B’s challenger on the
left. Show the message flow between these three parties that takes place in your
proof of security.

(b) Repeat part (a), but now when the adversary gets back kq (instead of ki) in
Experiments 0 and 1. Draw a diagram describing the message flow in your proof
of security as you did in part (a).

Problem 2

Let G : {0,1}>® — {0,1}*"*! be a pseudorandom generator (PRG). For each part
below, either prove or disprove that G’ : {0,1}*" — {0,1}*"*! is necessarily a PRG
no matter which PRG G is used.

(a) G'(x) := G(m(x)), where 7 : {0,1}*® — {0,1}*" is any poly(n)-time computable
bijective function. (You may not assume that 7! is poly(n)-time computable.)

(b) G'(z||ly) :== G(z||x @ y), where |z| = |y| = n. (Note: x||y refers to the concatena-
tion of two strings x and y.)

(¢) G'(z||y) := G(x]|0™) & G(0"||y), where |z| = |y| = n. (Note: 0™ and 1™ denote the
string of Os and 1s, respectively, of length n.)

(d) G'(zlly) := Gxl|ly) & (x|[0"*), where |z] = [y| = n.

Problem 3

Let F: {0,1}" x {0,1}" — {0,1}" be a pseudorandom function (PRF). For each of
the following function F’, say (and prove) whether it is necessarily a PRF or not.

(a) Fi(z) = Fi(2)|[Fi(T)-



(b) Fy(x) = Fon ()] Fy(z)
(¢) Fy(z) = Fi(z) © 2
(d) Fp(z) = Fi(z)

)

Fl(z) = Fy, (2)||Fy,(z), where ki, ko € {0,1}" and k = ki||k2 € {0,1}*" is the
concatenation of k; and k,.

(f) Fi(x) = Fy,(x)||Fy,(x), where ky = F(0") and ko = Fj(1™).

(g) Fi(x) = Fi(z) @ k.

Problem 4

Intuitively, encrypting a message twice should not harm security. It turns out that this
is not always true. Let (Enc,Dec) be a encryption scheme and define the “encrypt-
twice” encryption scheme (Ency, Decy) where Ency(k, m) := Enc(k, Enc(k,m)).

(a) Give an example of a encryption scheme (Enc,Dec) that is EAV-secure, but
(Encg, Decy) is not EAV-secure.

(b) Suppose (Enc, Dec) is CPA-secure. Prove that (Encg, Decy) is also CPA-secure.

Problem 5

Let F be a pseudorandom function and G be a psuedorandom generator with expansion
factor I{(n) = n + 1. For each of the following encryption schemes, state whether
the scheme has indistinguishable encryptions in the presence of an eavesdropper and
whether it is CPA-secure. (In each case, the shared key is a uniform k& € {0,1}".)
Explain your answer.

(a) To encrypt m € {0,1}""!, choose uniform r € {0,1}" and output the ciphertext
(r,G(r) ®m).

(b) To encrypt m € {0,1}", output the ciphertext m @ Fi(0").

(¢) Toencrypt m € {0, 1}*", parse m as my ||ms with |[m;| = [ma|, then choose uniform
r € {0,1}" and send (r,m; @ Fy(r), ma @ Fi(r + 1)).



