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Problem 1
Consider the following symmetric cryptosystem:

e The key generator algorithm produces a uniformly random bit as the secret key.

o The encryption algorithm receives a key k € {0,1} and a message m = m;ms €
{00,01,10,11} where my,my € {0,1} and produces a ciphertext ¢ = cjcp as
follows:

cp=m1 D k

ngmg@k’

1. Describe the decryption algorithm.



2. For each of the following attackers, compute the advantage, i.e.,

1
PI'[SKEZS,H = 1] — 5 y

where SKEY'|; is the perfect security experiment executed between an attacker A
and a challenger on cryptosystem Il = (Gen, Enc, Dec), defined below:

(e) b+ A(c)

SKEEEH also denotes the output of the experiment which is one if b = b and zero
otherwise.
All attackers output two random and independent messages as challenge messages
in phase (2). Upon receiving the ciphertext ¢ = ¢;¢a, the guessed bit b for attackers
are as follows:

e Aj: always outputs 1.

e A,: always outputs a random bit.

o As: outputs 1if ¢; = cs.

o Ay outputs 1 if ¢; = ¢ and m} = ml where my = m{m3, otherwise it

outputs a random bit.

3. Describe an attacker whose advantage is larger than that of Ay.

Problem 2

We say that (Gen, Enc, Dec) with message and ciphertext spaces M and C is a statis-
tically e-indistinguishable secure SKFE if for every mg,m; € M and every T C C,

| Pr[Encg(mg) € T] — Pr[Encg(mq) € T| <e,
where the probabilities are taken over K il Gen() and the coin tosses of Enc.
1. Show that statistical O-indistinguishability is equivalent to perfect security.

2. In analogy with adversarial indistinguishability, we say that an encryption scheme
(Gen, Enc, Dec) satisfies e-adversarial indistinguishability if every adversary A
succeeds at the adversarial indistinguishability experiment on page 31 in the
textbookﬁl, with probability at most %:

!Jonathan Katz, Yehuda Lindell: Introduction to Modern Cryptography, Third Edition.



(a) A outputs a pair of messages (mg, m;) € M.

(b) A random key K & Gen() and a bit b & {0, 1} are sampled. The ciphertext
c & Encg(my) is computed and given to A.
(¢) A outputs a bit b’ and succeeds if b =b'.

Show that if the encryption scheme (Gen, Enc, Dec) is statistically e-indistinguishable,

then it also satisfies e-adversarial indistinguishability.

For the next three parts, suppose (Gen, Enc, Dec) is statistically e-indistinguishable
for message space M. Below you will prove that the number of keys must be at
least (1 — ¢€) - | M|, therefore statistical security does not help much to overcome
the limitations of perfect secrecy.

3. Call a ciphertext ¢ decryptable to m € M if there is a key K such that Deck(c) =
m. Prove that for every pair of messages m, m’ € M,

Pr[Encg(m) is decryptable to m'] > 1 — ¢,
where the probability is taken over K & Gen() and the coin tosses of Enc.

4. Show that for every message m € M,
E[#{m’ : Encg(m) is decryptable to m'}] > (1 —€) - [IM|,

where E represents the expected value function and again the probability is taken
over K and the coin tosses of Enc. (Hint: for each m/, define a random variable
X, that equals 1 if Encg(m) is decryptable to m’, and equals 0 otherwise.)

5. Conclude that the number of keys must be at least (1 —¢) - |[M].

Problem 3

In this problem, we consider definitions of perfect secrecy for the encryption of two
messages (using the same key). Here we consider distributions over pairs of messages
from the message space M; we let My, M, be random variables denoting the first and
second message, respectively. (We stress that these random variables are not assumed
to be independent.)

We generate a (single) key k, sample a pair of messages (mq, msg) according to the given
distribution, and then compute ciphertexts ¢; <— Ency(m;) and ¢ < Ency(ms); this
induces a distribution over pairs of ciphertexts and we let C, C5 be the corresponding
random variables.

We say that an encryption scheme (Gen, Enc, Dec) is perfectly secret for two messages
if for all distributions over M x M, all my, my € M, and all ciphertexts ¢, cy € C with
Pr[Cy =1 ACy = 3] > 0:

PI‘[Mlzml/\MQZmQ|01201/\02:CQ]:PI'[Mlzml/\MQZmQ]

Prove that no such encryption scheme can exist.

Yt



Problem 4

Consider each of the following encryption schemes and state whether the scheme is
perfectly secret or not. Justify your answer by giving a detailed proof if your answer is
yes, or a counterexample if your answer is no.

1.

An encryption scheme whose plaintext space consists of the integers M = {0, ..., 12}
and key generation algorithm chooses a uniform key from the key space K =
{0,...,13}. Suppose Enci(m) =m + k mod 13 and Deci(c) = ¢ — k mod 13.

An encryption scheme whose plaintext space is M = {m € {0, 1}* | the last bit of m is 0}

and key generation algorithm chooses a uniform key from the key space {0, 1}¢~1.
Suppose Ency(m) = m @ (k||0) and Decy(c) = ¢ @ (k]|0).

Consider an encryption scheme in which M = {a,b}, K = {ky, ko, ks, ks}, and
C ={1,2,3,4,5,6}. Suppose that Gen selects the secret key k according to the
following probability distribution:

1 1
PI'[]{? = kﬁl] = Pl‘[k = k4] = 67 Pr[k = k?g] = PI‘[]{? = k’g] = —

and the encryption matrix is as follows:

IS
(=l

T

w
=W N
— N W

Consider a variant of the one-time pad with message space {0, 1}* where the key
space I is restricted to all L-bit strings with an even number of 1’s.

Problem 5

Let (F, D) be a one-message secure cipher defined over (K, M,C), where M = C =
{0,1}*. Which of the following encryption algorithms yields a one-message secure
scheme? Either give an attack or provide a security proof.

1.

o

3.
4.

Ey(k,m) =0 || E(k,m)

- Ey(k,m) := E(k,m) || parity(m)
Es(k,m) = reverse(E(k, m))
Ey(k,m) := E(k, reverse(m))



