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• For any question contact Mohammad Amin Raeisi via m.aminra81@gmail.com.
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Problem 1
1. Let F : {0, 1}n × {0, 1}n → {0, 1}n be a secure PRF (i.e. a PRF where the key

space, input space, and output space are all {0, 1}n). Which of the following are
PRFs? (Prove or give a counter-example for your answers)

(a) F1(k1||k2, x) := F(k1, x)⊕ F(k2, x)

(b) F2(k1||k2, x1||x2) := F(k1, x1)⊕ F(k2, x2)

(c) F3(k, x) := F(k, x)⊕ F(k, F(k, x))

(d) F4(k, x) := F(k, x)⊕ x

(e) F5(k, x) := F(0n, x)||F(k, x)

2. Prove or disprove the following statement: if G : {0, 1}n → {0, 1}2n is a secure
PRG then F(k, x) := G(k||x) is a secure PRF where F maps an n-bit key and an
n-bit input into a 4n-bit output.

Problem 2
1. Let F : {0, 1}n × {0, 1}n → {0, 1} be a secure PRF (i.e. a PRF where the key

space and input space are {0, 1}n and the output space is {0, 1}). Construct a
new PRF F′ : {0, 1}n+1 × {0, 1}n → {0, 1} such that if the adversary knows the
last bit of the key, this function is no longer pseudorandom.

2. Assuming that pseudorandom functions exist, construct an encryption scheme
that is multi-message secure but not CPA secure.

Problem 3
Let F : {0, 1}n × {0, 1}3n → {0, 1}3n be a strong pseudorandom permutation. Prove
that the following encryption scheme is CCA secure.

• To encrypt x ∈ {0, 1}n with key k, choose r
R←− {0, 1}n, and output F (k, x||r||0n).

• To decrypt y ∈ {0, 1}3n, first compute x||r||w = F−1(k, y). If w ̸= 0n then output
⊥; Otherwise, output x.
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Problem 4
Let Π = (Gen,Enc,Dec) be a CPA secure scheme. Prove that the scheme
Π′ = (Gen,Enc′,Dec′) such that Enc′(k,m) := Enc(k,Enc(k,m)) is also CPA secure.
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