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M = {nonce : int128}

:&j)jﬂ&wwo&c)jﬂgw\@ﬁﬁégbwéf VYA sae cﬁ)ggw‘bdﬁdjb&%)jﬂ Y
ot b i s & o ol i T L e sl s 5 b ool Al se e Sl )lS 0 2l
L):IJLD_:-JJJ«J:J):J .,\SdzsﬁﬁJ}\Jﬂ\}&4.>\)OT;J?W‘)}))&L}‘MQLB‘&‘J’Jﬂk}j)\gj.})\.}byjYw}rﬂ
Ot IS LGS ey Sl 5 s (e IS e S rmen L Cgline ey a6l 5 bl L

Ded o ! ‘ﬁ)\f‘ubﬁ); 342 40

M = {nonce : int128, serverNonce : int128, publicKeyFingerprint : string, pq : string}
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tmpAESKey = SHA256(newNonce + serverNonce)[0..15]
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encryptedAnswer = AES256CBC(answerHashed, tmpAESKey, tmpAESIV)

2Denial-of-service attack
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M = {nonce : int128, serverNonce : int128, encrypted Answer : string}
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encryptedData = AES256CBC(data, AESKey, AESIV)

M = {authKeyld : int64, msgKey : int128, encryptedData : bytes}
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to be encrypted
shared key (auth key) Salt Messageld Sequenceld Length Message Padding
persistent, generated via DH 64-Bit 64-Bit 64-Bit 32-Bit bytes bytes

SHA-256
KDF

AES key
256-Bit
AES Encryption
AES IGE IV
256-Bit

auth key id msg key
64-Bit 128-Bit Encrypted data

embedded into the transport protocol
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