d..él:)) rj.l& Ls::m‘:

6)&}‘);.‘ laadio

o ke 505
VFAA/AIYY 15, Sl 7S5 1 e

Problem 1

Provide a formal definition for symmetric key encryption and CPA security.

Problem 2

Given a PRF F, construct a CPA-secure encryption scheme and prove its security.

Problem 3

Let f : {0,1}" x {0,1}* — {0,1}*™ be a pseudo-random function. Consider the

following cryptosystem II over message space M = {0, 1}

o k<« Gen(1™): on input 1", output a random key k from {0, 1}"

e (r,c) < Ency(m): on input k € {0,1}" and m € {0,1}*™), generate a random

r € {0,1}"™ and output

(r,c) = (r,expand(m) & fi(r))

where for every string « € {0, 1}* we define expand(z) as follows: replace each 0

in x with 00 and replace each 1 with 01 or 10 at random.

1. How does the decryption algorithm work? Hint: take care of L.

2. Is II CPA-secure? If yes, prove your claim. If no, describe an attacker and

compute its advantage.

3. Is I CCA-secure? If yes, prove your claim. If no, describe an attacker and

compute its advantage.


ELAHE
Pencil

ELAHE
Pencil

ELAHE
Pencil

ELAHE
Pencil


Problem 4

Let G1, G4 be two PRGs. Is G also a PRG? prove your answer.

G(s) = Gi(s) @ Go(0")

Problem 5

Let F' be a secure PRF. Prove that F” is also a secure PRF or show a PPT algorithm
which breaks it.
F'(k,x) = F(k,z)||F(k, 7)

where 7 is a bitwise negation of .
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